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THE U.S. PATRIOT ACT of 2001
CHANGESTO ELECTRONIC SURVEILLANCE LAWS

Bryan R. Lemons
Branch Chief

Shortly after theterrorist attacksthat occurred on September 11, 2001, Congress passed the "Unitingand
Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism,”
commonly referred to asthe "U.S. Patriot Act of 2001." The purpose of this article is to highlight some of the
resulting mgor changesin ectronic survelllancelaws. Thisarticleisnot intended to beacomprehensve summary
of dl of the changes brought by the legidation.

l. TERRORISM AS A PREDICATE OFFENSE

Title18 U.S.C. § 2516 liststhe predicate offensesfor which wire, ora, or e ectronic intercept ordersmay
be authorized, upon ashowing of probable causeto believe the offenseisbeing committed. " The offensesthat may
be the predicate for awire or ora interception order are limited to only those set forth in ... § 2516(1)."* With
passage of the "U.S. Patriot Act,” crimes "relaing to terrorism™ have now been made predicate acts for wire or
oral interception orders, as have offenses "rlating to chemica weapons.'®

. PEN REGISTERS AND TRAP AND TRACE DEVICES

Title 18 U.S.C. 88 3121 — 3127 outline the federd requirements for use of pen registers and trap and
trace devices.® Prior to passage of the"U.S. Patriot Act," the statutory definitions of these two devices did not
explicitly dlow for their useto capture Internet communications, such as capturing the" To" and "From” informetion
containedinane-mail header. The"U.S. Patriot Act" modified these definitions, and they now expresdy authorize
utilization of pen registers and trap and trace devices on Internet communications. Further, Title 18 U.S.C. §
3123(a) previoudy allowed for the issuance of a court order authorizing a pen register or trap and trace device
only "within the jurisdiction” of theissuing court. The"U.S. Patriot Act”" now dlowsfor acourt to issueasingle
order that is valid "anywhere within the United States.™

! United States Attorney's Manual, Title 9, Criminal Resource Manual 28.

*Title 18 U.S.C. § 2516(1)(q)

" A pen register records outgoing addressing information (such as anumber dialed from a monitored telephone), and atrap
and trace device records incoming addressing information (such as caller ID information)." Searching and Seizing
Computers and Obtaining Electronic Evidencein Criminal Investigationsat 148, Computer Crime and Intellectual Property
Section, Crimina Division, Department of Justice (2001)

* Title 18 U.S.C. § 3123(a)(1)



[I. VOICE MAIL STORED WITH THIRD PARTY PROVIDER

Title18 U.S.C. § 2510(1) included within itsdefinition of "wire communication” the phrase"any dectronic
storage of such communicetion.” Additiondly, the Electronic Communications Privecy Act of 1986 (ECPA)
addressed law enforcement accessto stored "electronic” communications held by athird party provider, but not
stored "wire" communications. Thus, voice mail stored with athird party provider could not be obtained by alaw
enforcement officer with a search warrant (as could "éectronic communications’), but required a Title 1l
interception order. The"U.S. Patriot Act" amended the ECPA, and now authorizes law enforcement officersto
use search warrants to compel disclosure of voice mail stored with athird party provider. This provison of the
"U.S. Patriot Act" will expire on December 31, 2005.

IV. COMPUTER HACKING INVESTIGATIONS

Prior to passage of the "Patriot Act," investigators were not permitted to obtain interception orders for
wire communications in computer hacking investigations. Title 18 U.S.C. § 2516(1) has now been amended to
include violations of Title 18 U.S.C. § 1030 (Computer Fraud and Abuse) as predicate offenses. However, this
provison of the"U.S. Patriot Act” will expire on December 31, 2005.

V. OBTAINING INFORMATION FROM THIRD PARTY PROVIDERSWITH A SUBPOENA

Title 18 U.S.C. § 2703 outlined the information alaw enforcement officer could obtain with asubpoena
from athird party provider of eectronic communication (eg., AOL). Termed "basic subscriber information,” it
included a customer's name, address, local and long distance telephone toll billing records, etc.®> Other types of
information, such as credit card numbers used, could only be obtained with a search warrant or § 2703(d) court
order. The"U.S. Patriot Act" expands "basic subscriber information” to now include "means and source of
payment for such service (including any credit card or bank account number)," "records of sesson times and
durations,”" and "telephone or instrument number or other subscriber number or identity, including any temporarily
assigned network address."

VI. SEARCHWARRANTSFORWIRE AND ELECTRONIC COMMUNICATIONSHELD BY
THIRD PARTY PROVIDER

Prior to passage of the"U.S. Patriot Act," the ECPA required that |aw enforcement officersuseasearch
warrant to compel athird party provider of €ectronic communicationsto disclose communicationsin storage "for
one hundred and eighty days or less"” Pursuant to Rule 41 of the Federal Rules of Crimina Procedure, only a
court in the district where the actua communication was located could issue this search warrant. Now, any court
"with jurisdiction over the offense under investigation” can issue a nationwide search warrant for communications
stored by third party providers, regardiess of where the communication is physicaly located. And, asnoted in
paragraph 111, above, "wirecommunications’ arenow covered by thisrule. Thisprovision of the"U.S. Patriot Act”

> Title 18 U.S.C. § 2703(C)
®Title 18 U.S.C. § 2703(c)(2)
"Title18 U.S.C. § 2703(a)



will expire on December 31, 2005.
VIl. DELAYED NOTICE OF SEARCH WARRANTS

Title 18 U.S.C. 8§ 3103a has been amended to permit law enforcement officers to delay notice of the
execution of a search warrant in specia circumstances. Specifically, § 3103a permits notice to be delayed in
Stuationswhere"the court finds reasonabl e cause to believe that providing immediate notification of the execution
of thewarrant may have an adverseresult.” An "adverseresult” is defined as (a) endangering the life or physica
safety of anindividud; (b) flight from prosecution; (€) destruction of or tampering with evidence; (d) intimidation of
potential witnesses; or (€) otherwise serioudly jeopardizing an investigation or unduly delaying atrid.'®

Bryan Lemons, a frequent contributor to The Quarterly Review, is a Branch Chief for the Legal Division at the
Federal Law Enforcement Training Center. Prior tojoining the Legal Division, Mr. Lemons served inthe U.S Marine
Corpsfrom 1989 to 1999. Heisa graduate of the &. Louis University School of Law (J.D., 1992).

UPDATE ON THE FEDERAL JUVENILE DELINQUENCY ACT
18 U.S.C. § 5033

Former Lega Division Intern, Joey Caccarozzo, wrote an article for the October 2001 The Quarterly
Review on Juvenile Miranda Rights under the Federa Juvenile Ddlinquency Act. Thereisanother recent circuit
court case which found aviolation of the Act, resulting in the suppression of a confesson.

InU.S. v. Female Juvenile (Wendy G.), 255 F.3d 761 (9" Cir. 2001), the agent called thejuvenile's
mother within one hour of the arrest on drug charges. The agent informed the mother of the charges and her
daughter’ s Miranda rights. When the mother asked where and when she could spesk to her daughter, the agent
gave her directions to the Federd Building and the time the next day when her daughter would be there. The
mother was not told she could talk with her daughter before questioning. The agent got the juvenile' s Miranda
walver and her confesson to drug smuggling. Trid tesimony indicated thet if the mother had been dlowed to
speak to her daughter before the interview, she would have advised her not to talk to the agent.

The court held that the agent’s failure to inform the mother that she could confer with her
daughter before any interrogation violated the Act’s requirement to give juveniles “access to
meaningful support and counsd.” The court concluded that the violation of the Act caused the confession,
which was highly prgudicid. The confession was suppressed.

8 Title 18 U.S.C. § 2705(8)(2)



CASE BRIEFS
UNITED STATESSUPREME COURT
and CIRCUIT COURT UPDATES

SUPREME COURT

U.S. v. Arvizu
00-1519
January 15, 2002

SUMMARY: Reasonable suspicion, a “particularized and objective basis’ for suspecting legal
wrongdoing, justifiesabrief investigatory stop. Whether thedetaining officer hasreasonable suspicion
depends upon the “totality of the circumstances’ of each case. Officers may draw upon their own
experiences and specialized training to make inferences from and deductions about the cumulative
information available.

FACTS. While driving with hiswife and children during the afternoon on an unpaved road in aremote area of
southeastern Arizona, defendant was stopped by a Border Patrol Agent. A subsequent consent search of the
vehicle revealed dmost 130 pounds of marijuanaworth closeto $100,000.00. He was charged with possession
with intent to distribute.

ISSUE: Did the Border Patrol Agent have reasonable suspicion to stop the car, making the subsequent consent
voluntary and discovery of the drugs lawful ?

HELD: Yes.

DISCUSSION: TheNinth Circuit eva uated each factor independent of the othersand determined that some, such
asthe driver’ s fiff and very rigid posture, hisfalureto look at the agent as he passed, the unusualy high knees of
the two children Sitting in the very back seet, and the way that dl of the children, though il facing forward, put
their hands up a the same time and began to wave at the agent in an abnormal pattern, were susceptible to
innocent explanation and were, therefore, entitled to no weight. They concluded that the remaining factorsdid not
establish reasonable suspicion. The Supreme Court held that in determining reasonable suspicion, courtsmust look
at the"totality of thecircumstances” Although each of thefactorsaoneis susceptibleto innocent explanation, and
some may be more probative than others, taken dl together, and consdered in light of the officer’ straining and
experience, they formed a particularized and objective basis for sopping the vehicle.

*kkk*



15T CIRCUIT

U.S v. Scott
270 F.3d 30
October 30, 2001

SUMMARY: Reasonablesuspicion of thefraud of attempting to passabad check, although sufficient
tojustify an investigative detention under Terry, doesnot aloneamount to a suspicion that the suspect
isarmed and danger ous sufficient to justify afrisk.

FACTS:. Scott drove Stephens, a codefendant, to a Circuit City store where Stephens attempted to pay for a
purchase by check. Stephens identified himself to a store employee as Thomas Judge and presented an
identification bearing that name, an address and adate of birth. A routine eectronic verification servicereturned an
unfavorable result on the check, and Stephens|eft without retrieving hisidentification. The store employee became
suspicious, observed Stephensleave in awhite Bonneville driven by awhite male, took the license plate number,
and called police. Police took areport and told the store employee to call them if Stephens came back. Shortly
thereafter, Stephens called the store and asked about retrieving hisID. When he showed up and saw the police,
Stephens began running towards Scott’ s car parked nearby. After detaining Stephens and confirming thet it was
the same car seen earlier, an officer approached Scott’s car and began to question him.

Scott showed the officer his pager and indicated he was waiting for a call. Scott denied knowing Stephens. The
officer concluded Scott was lying and was involved with Stephensin a crime. He then ordered Scott out of the
vehicle and searched the passenger compartment of the car, including the glove compartment where he found a
hypodermic needle. Scott was placed under arrest for possession of the needle. The car wasimpounded, and an
inventory discovered employee identification cards and a birth certificate the prosecution offered as evidence in
Scott'strid.

ISSUE: Does reasonable suspicion of the fraud of attempting to pass a bad check, sufficient to judtify an
investigative stop under Terry v. Ohio, done amount to a suspicion that the suspect is armed and dangerous
aufficient to judtify afrisk?

HELD: No.

DISCUSSION: Police had sufficient reasonable suspicion to judtify a detention of Scott under Terry v. Ohio.
But, that done was not enough to judtify the Terry frisk of the car and the discovery of the hypodermic needle.
Therefore, thearrest, theimpounding of the car and theinventory wereillegd. The documentsweresaizedillegaly.

Police may frisk a suspect, and the passenger compartment of the car in which the suspect rides, only on
reasonabl e suspicion that the suspect isarmed and dangerous. When the officer suspectsacrime of violence, the
same information that will support an investigatory stop will without more support afrisk. Thisrule encompasses
crimes commonly associated with violence even though the crimind act itsdf may be nonviolent, such as large-
scdedrug trafficking. The Third Circuit has ruled that reasonable suspicion of fraud justifiesafrisk, conduding thet



those who perpetrate afraud in broad daylight may well arm themsdlves to make an escape. However, the Firgt
Circuit refusesto follow that ruling and holdsthat to conduct asdlf-protective search for wegpons, an officer must
be ableto point to particular factsfrom which he reasonably inferred that theindividua was armed and dangerous.
(Not dl waslogt. The court went on to rule that the documents were admissible under the Inevitable Discovery
Doctrine))

*kkk*k

U.S v. Otero-Mendez
273 F.3d 46
December 10, 2001

SUMMARY': Under 18 USC 2119, evidence that the aider and abettor in a carjacking knew his co-
defendantswould usefirear msin thecarjackingissufficient to prove defendant specifically intended to
cause death or serious bodily harm.

FACTS. Defendant wasthedriver in acar in which four otherswere passengers. Previoudy, defendant and two
of the passengers had discussed finding new whed rimsfor the defendant’ s car. Whileriding around, they saw a
Nissan 300ZX and decided to forcibly take itswhed rims. When the Nissan stopped in front of aresidence, the
defendant pulled up next to it, and two passengers got out of the car and pulled their wegpons. Shotswerefired.
The driver of the Nissan was killed and one of the passengers in defendant’s car was injured. 18 USC 2119
requires proof of the specific intent to cause desth or serious bodily harm.

ISSUE: Asto the aider and abettor, can the intent to cause death or serious bodily harm be inferred from his
knowledge that co-defendants would use firearms in the commission of the crime?

HELD: Yes

DISCUSSION: Although there was no prior discussion of the use of firearmsto commit the carjacking, defendant
knew that the others were carrying gunswhen they got into his car. The gunswere pulled out and gunfire erupted
immediately asthey exited the car. Thisuncontradicted testimony providessufficient groundsfor areasongblejury
to find that defendant knew to a practical certainty that the others intended to use deadly force.

*kkkk*k

U.S v. Diehl
2002 U.S. App. LEXIS 283
January 9, 2002

SUMMARY:: In determining the limitsof “ curtilage,” four specific factors must be addressed: 1) the
proximity of the areato the home; 2) whether the areaisincluded within an enclosure surrounding the
home; 3) the nature of the usesto which the area is put; and 4) stepstaken by theresident to protect
the area from observation by people passing by. However, the centrally relevant consideration is



whether the area is so intimately tied to the home itself that it should be placed under the home's
‘umbrédla’ of Fourth Amendment protection.

FACTS: Appdlants property, al7 acre tract in avery rurd and sparsaly populated part of western Maine, is
reached only by proceeding some 700 feet aong a discontinued town road, then ascending a 500-foot dirt
driveway, which is bordered closely by forest and containsadogleg turn shutting off aview of thefull length. "No
Trespassing' sgns are posted at the beginning and near the end of the driveway. The driveway terminatesin a
clearing of less than haf an acre. In the clearing is a crude camp, occupied by gppellant Diehl, his wife, and
appdlant Cumming, an outhouse, a pen for animas, and aline for drying laundry. At the time of the search in
February 2000, the clearing was covered by snow except for a plowed parking area for vehicles. Beyond the
camp, a path leads to a 20-by-72-foot wood storage building, which houses appellants marijuana production
operation.

At about 3 am. on February 24, 2000, Milligan, an agent with the Maine Drug Enforcement Agency, and two
other officerswent on foot to "the non-curtilage area of the property” to conduct athermal detection inspection of
the camp and storage building. Milligan describeswhat happened asfollows: While standing on the dirt road away
from the curtilage of the camp, | pointed a hand-held thermal detection device at the camp and began my survey.
While doing so, | could hear aloud "hum" which is condggtent with noise made from ballasts providing power to
high intengity lights commonly used in indoor marijuanacultivation operations. | could also heer at least two males
laughing and talking ingde the camp. Moments later, | could smdl a strong odor of what | recognized to be
growing marijuanacoming from the property in question. Since | could smdll marijuanaand redlized that suspects
were awake insde the camp, | decided to terminate the therma ingpection and withdraw from the property to
ensure officer safety.

Based upon that information a ong with other facts devel oped during theinvestigation, asearch warrant wasissued
the next day. The search yielded 360 growing marijuanaplants, 483 "cuttings' in arooting compound, scales, grow
lights, seeds, and harvested marijuana.

The government took the position that Milligan’ sreport that he smelled marijuanaduring that pre-warrant vistweas
necessary to establish the probable cause judtifying issuance of the warrant. Therefore, if Milligan obtained the

olfactory evidence through conduct that violated the Fourth Amendment, the warrant was defective and the
resulting search and seizure of evidence was unlawful.

The Trid Court ruled that Milligan was not within defendants' curtilage at the time he smelled the marijuana and
denied the Motion to Suppress.

ISSUE: Was Milligan unlawfully within the defendant’ s curtilage &t the time he smelled the marijuana?
HELD: Yes

DISCUSSION: The curtilage question turns on whether the areais so intimately tied to the home itsdlf that it
should be placed under thehome' s umbrella of Fourth Amendment protection. In U.S. v. Dunn, 480 U.S. 294



(1987), the Supreme Court gives an unusua combination of specific and genera guidance on thisissue 1) the
proximity of theareato the home; 2) whether the areaiisincluded within an enclosure surrounding the home; 3) the
nature of the usesto which the areais put; and 4) stepstaken by the resident to protect the areafrom observation

by people passing by.
1) The proximity of the areato the home.

TheTria Court concluded, and the Circuit Court accepted, that Milligan was approximately 82 feet fromthecamp
at thetime he smelled the marijuana. Such adistanceisnot determinative. There are cases where distances under
82 feet have been held not to be within the curtilage and other caseswhere greater distances have been held to be
withinit. The Circuit Court did note the* absence of any indicationsof aboundary closer to the camp,” and that “in
amodern urban multifamily gpartment house, the areawithinthe* curtilage’ isnecessarily much morelimited thanin
the case of arurd dwelling subject to one owner’s control.”

2) Whether the arealis included within an enclosure surrounding the home.

The Circuit Court rejected the Trid Court’ sreasoning that therewere* no artificia enclosuresthat might assist the
curtilageandyss....” Artificid enclosuresfor most homes, asthe Dunn Court observed, will beclearly marked to
define the areaaround the hometo which the activity of homelife extends. But in this case, the private interests of
theinhabitants extended throughout thefairly small clearing aready enclosed by forest, with no reason for interna
demarcation. Reading the word “enclosure” in Dunn to require an artificid barrier is unduly narrow.

3) The nature of the usesto which the areais put.

There was testimony about the uses to which the clearing around the camp had been put. Because the living
quarterswere minimal and poorly soundproofed, gppellantsand Mrs. Diehl testified that they would go outdoors
to talk, use the portabl e telephone, meditate, read, writeletters, play with pet goats, play frisbee and horseshoes,
usher in the new year, and hang laundry on the line. Cumming occasiondly would urinete there if the camp
bathroom were occupied, and he sunbathed in the nude. The Diehlswould repair to a bench for intimate times,
evenwell into thefdl. Milligan had no knowledge of such activities. WWhen he made his approach, snow wason the
ground and one vehicle was buried and another parked on the plowed area.

The Trid Court concluded that there was no objective basisfor Milliganto conclude that the defendants used the
location in which he stood for the intimate activities of the home. The Circuit Court rgjected this perspective,

refusing to require that the officers possess objective evidence of intimate uses before the curtilage protectionis
present. The Circuit Court concluded that the Tria Court’s position would turn the concept upside down,

presuming the absence of curtilage until and unlessthe contrary appearsto the officers. It isthe actua usetowhich
the areais put, not the officer’ s knowledge of it, that controls.

4) Steps taken by the resident to protect the area from observation by people passing by.
Evidence addressed the steps taken by appellants to protect their privacy. They had refused to dlow a straight

swath to be cut for apower line from the road to their buildings, and instead cleared an indirect path so that the

10



line could follow the bend in the driveway. They had their mail delivered to a post office box in town. They
indructed UPS to |leave parcdls at astore. They reached an understanding with their nearest neighbor to respect
their passon for privacy. Inthethree months preceding the eventsin question, they had recelved only threevistors:
the prior owner, the tax assessor, and loca police who weretrying to unearth some informeation about appel lants.

TheCircuit Court rgjected the Trid Court’ sconclusion thet it was " unreasonable for them to expect that no visitors
would ever wander up the driveway or through the woods to stand within the perimeter of the dearing or in the
vicinity of the utility pole” Our task is to look at "the steps taken by the resdent to protect the area from

observation by people passing by." The Circuit Court held that the facts concerning the location of the property,
the bend in the long driveway, the surrounding woodland, and the efforts of the inhabitants to discourage mail

delivery and vigts from neighbors and officids al seem to have created a locus as free from observation by

passersby as one could conceive.

The Circuit Court concluded that the entire clearing, including the areafrom which Milligan made his obsarvations,
was intimately tied to the home itsdf and should be placed under the home's ‘umbrella of Fourth Amendment
protection. Therefore, Milligan' sintrusion into the curtilage violated the Fourth Amendment. His detection of the
odor of marijuana could not be used to establish the probable cause justifying the warrant. (The Court went on,
however, to uphold the search and seizure on the basis of the Good Faith exception to the Exclusonary Rule)

*kkkk*k

2" CIRCUIT

U.S v. Haqq
2002 U.S. App. LEXIS 764
January 17, 2002

SUMMARY:: A reasonable expectation of privacy in a premises does not automatically extend to all
containerswithin the premisesto give standing to contest the legality of a search of such container.

FACTS: Defendant, aconvicted felon, lived in atwo bedroom gpartment in New Y ork City rented by hisfiancée.
Four, possbly five, people, including defendant lived there. Police officers went to the gpartment to arrest
defendant on severd outstanding arrest warrants. When they were let in by another resident, they immediately
handcuffed that person and defendant and began a protective sweep of the gpartment. In one of the bedrooms, an
officer noticed a black nylon suitcase, searched it and discovered three guns. Defendant later Signed a written
satement admitting that the gunswere his. He a so consented to afurther search of the gpartment which turned up
two more wegpons and ammunition. He was charged with illegal possession of wegpons by a convicted felon.

Defendant moved to suppress the first weapons as the result of an illegal search, his statement as fruit of the
poisonoustree, and the subsequent wegpons asthe result of involuntary consent. The government conceded that if
the search of the suitcase was illegd, then dl the guns and defendant’ s statement were inadmissible. But, the
government argued that the defendant had no reasonable expectation of privacy in the suitcase and, therefore,
could not contest the legdlity of that search.

11



Thetrid court ruled that the defendant’ s expectation of privacy in hishome was sufficient to permit him to object
to the saizure of objects which were nat, in fact, in plain view. The trid court held that it was unnecessary to
resolve the factud digpute over defendant’s expectation of privacy in the suitcase snce he had a reasonable
expectation of privacy to object to an alegedly unlawful search of hishome.

ISSUE: Does areasonable expectation of privacy in a premises automaticaly extend to dl containerswithin the
premises to give standing to contest the legdity of a search of such container?

HELD: No.

DISCUSSION: Fourth Amendment rights are persond rightsthat may not bevicarioudy asserted. A defendant’s
Fourth Amendment rights are violated only when the challenged conduct invaded his legitimate expectation of
privacy rather than that of athird party. To mount a successful Fourth Amendment chalenge, a defendant must
demongtrate that he personaly has an expectation of privacy in the place searched.

When consdering the legdlity of a search of an object within a home, courts have properly focused on the
defendant’ s expectation of privacy in theobject gpart from hisexpectation of privacy inthe home. Defendant has
standing to contest the legdlity of the search of the premises, but not the search of containers belonging to another
in the premises.

The trid court erred in holding that defendant’ s Fourth Amendment rights were violated by the search of the
suitcase without first determining that the defendant had a reasonabl e expectation of privacy in that suitcase.

*kkk*k

39 CIRCUIT

U.S v. DeSumma
272 F.3d 176
November 29, 2001

SUMMARY:: Thefruit of the poisonoustreedoctrine doesnot prevent theadmission of real evidence
obtained as aresult of defendant’s statement taken in violation of Miranda but otherwise voluntary.

FACTS: On September 29, 1998, the defendant was arrested pursuant to awarrant in the parking lot of aclub.
The defendant was handcuffed and searched to determine if he was carrying any wegpons. Failing to detect
anything, an agent asked the defendant if he had any wegponsor firearmsin hispossesson. The defendant replied
that there was aweapon in hisautomobile, and gave the agent the pad combination to open hiscar door. Until this
point, the agents had not displayed any firearms, used any force or threets, nor had they given any Miranda
warnings. The agents opened the car and retrieved aloaded pistol from abriefcase. Attrid, the defendant filed a
motion to suppress his statement regarding having apistol in hiscar and the pistol itsdlf. TheDigtrict Court found
that because Miranda warnings had not been given, the defendant’ s statement that agun wasin his car should be

12



suppressed. The Digtrict Court, however, ruled that the pistol itself was admissible and the fruit of the poisonous
tree doctrine did not apply because the defendant’s statement was voluntary, abeit inadmissible, under Miranda.
The defendant appeal ed.

ISSUE: Doesthefruit of the poisonoustree doctrine prevent the admission of red evidence obtained asaresult of
defendant’ s satement taken in violation of Miranda but otherwise voluntary?

HELD: No.

DISCUSSION: InOregonv. Elstad, 470 U.S. 298 (1985), the defendant gave an incriminating statement before
receiving Miranda warnings. Later, after having been advised of his Miranda rights, the defendant gave awritten
statement that was introduced at trial. The Supreme Court rejected the defendant’ s contention that the second
confession wasthefruit of the poisonoustree. The Court explained that the purpose of the Fourth Amendment’s
exclusonary rule is “to deter unreasonable searches, no matter how probative their fruits” The Miranda
exclusonary rule, in contrast, serves the Fifth Amendment and applies more broadly than the Amendment itself.
Thus, avoluntary statement that would be admissible under the Amendment may be barred because of thelack of

aMirandawarning. Elstad emphasized “voluntary statementsremain aproper eement inlaw enforcement” and
admissons of guilt, “if not coerced, are inherently desrable.” Applying the fruit of the poisonous tree doctrine
wherethe evidenceis obtained asthe result of avoluntary statement would beincons stent with deterring improper
police conduct and the god of assuring trustworthy evidence. No congtitutiond violation occursin such agtugtion,
unlike the circumstances where an unreasonable search occurs or a coerced confession is obtained. The
defendant attempted to rely upon the Supreme Court’ srecent ruling in Dicker son v. United States, 530U.S. 428
(2000), to argue that the “fruits’ doctrine should gpply because the Court found Miranda to bea* condtitutional

rule” The court noted that the Supreme Court appeared to have anticipated this argument in Dickerson and
rgjected it. The Court explained in Dickerson that “our decision in Elstad -- refusing to apply the traditiond

‘fruits doctrine developed in Fourth Amendment cases -- does not prove that Miranda is anoncongtitutional

decision, but smply recogni zesthe fact that unreasonabl e searches under the Fourth Amendment aredifferent from
unwarned interrogation under the Fifth Amendment.” Dicker son thus continued to obsarvethe digtinction between
Miranda’s application to cases involving the Fifth, rather than the Fourth, Amendment. Ultimately, the Fifth

Amendment preventsthe use of the non-Mirandized statement rather than theintroduction of derivative evidence.

*kkkk*k

5" CIRCUIT

U.S v. Green
272 F. 3d 748
November 9, 2001

SUMMARY: Complying with alaw enfor cement request for help in opening alocked container during
an otherwisevalid searchisa“testimonial act” towhich Fifth Amendment protectionsapply. When such
assistanceisgiven in violation of Miranda, thefact that the defendant opened thelock cannot be used
againg himin trial.
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FACTS:. Defendant was convicted in 1988 of conspiracy to possess unregistered machine guns. Because of this
felony conviction, he could no longer legdly possess any firearms. BATF agents recelved a confidentia tip that
defendant had firearms. After corroborating thetip with further investigation, agentswere ableto obtain asearch
warrant for defendant’ shouse. They took himinto custody at thelocal post office and advised him of hisMiranda
rights. Defendant said he wanted to talk to hislawyer. Agents declined thisrequest, searched defendant and his
truck, and took him to his house.

Defendant was advised of hisMiranda rights again when they reached hishouse. Herepeated hisrequest to see
hislawyer. Told he could do that |ater, defendant was then asked whether there were any “wegponsin the house
or any public safety hazards that could harm anyone.” Defendant showed agents a briefcase and a safe, both of
which were secured by combination locks. At the agents' request, defendant unlocked the containers. Three
pistols were found in the briefcase and a shotgun was found in the safe.

Defendant was charged with being a convicted felon in possesson of fireaems. To edtablish that Green
congtructively possessed these secured weapons, agents testified that defendant told the officers where these
firearms were located and opened the combination locks.

ISSUE: Can Defendant’ sact of unlocking the briefcase and safe be used againgt himintria to prove possession?
HELD: No.

DISCUSSION: This caseillugtrates the need to comply with Miranda in order to usethe act of producing regl
evidence againg adefendant in histria. Defendant’ sass stance was certainly convincing evidence. It showed that
he not only knew the firearms were in his house but aso that he had access to them despite the locks. But his
incrimineting assance was, in thewords of the court, “testimonia and communicativeinnature” After defendant
had invoked his right to counsdl twice, further questioning was improper. Because his“responses’ -finding the
firearms and opening the locks- were obtained in violaion of the Fifth Amendment and Miranda, such evidence
could not be used againg him.

*kkk*k

U.S v. Roberts
274 F.3d 1007
December 4, 2001

SUMMARY: Reasonable suspicion will justify a non-routine, outbound search at the border or
functional equivalent to the border.

FACTS: On July 7, a Customs agent in Louisana contacted Customs agents a Houston Internationa Airport.
The Louisana agent reported that: (1) Defendant would be flying nortstop to Paris that afternoon from the
Houston airport; (2) whentraveling, “hetypicaly carried acomputer and diskettes containing child pornography;
and (3) “heusudly carried thediskettesinashaving kit.” However, defendant never cameto theairport that day.
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About saven weeks later (August 24), another Louisana Customs officia notified the Houston Customs agents
that defendant would arrive at the Houston airport the next day from Louisana and “take another internationa

flight.” They aso provided aphotograph of the defendant. On the 25", alocal sheriff told the Houston Customs
agentsthat the defendant “ was suspected of traveling with child pornography on diskettesthat would be packedin
ashaving kit.”

When the defendant arrived at the Houston airport as scheduled, Customs agents organized an outbound
ingpection for the Parisflight that defendant was scheduled to board. When the defendant was inspected, agents
discovered and seized alaptop computer and a shaving kit containing diskettes.  Incident to the non-custodia
ingpection, defendant made severd damaging admissons aswell. The computer and diskettes contained more
than 5,000 images, most of which were child pornography. Defendant was convicted of two counts of possessing
and trangporting child pornography and was sentenced to 51 months imprisonment and 3 years of supervised
release.

ISSUE: Is reasonable suspicion sufficient to judtify a non-routine, outbound search at the border or functiona
equivalent to the border?

HELD: Yes.

DISCUSSION: Law enforcement officials may conduct anon-routine outbound searchiif: (1) The search occurs
at the border or its functiona equivdent; (2) there is reasonable suspicion that the outbound suspect to be
searched “will imminently engagein the felonious trangportation of specific contraband in foreign commerce” and
(3) the search is “rddivey unintrusve’ and limited to theluggage or other area which issuspected to contain the
contraband

Theinformation received by the Houston Customs officials was sufficient to amount to reasonable suspicion that
the defendant was carrying contraband. Asthe court enumerated: “(1) Roberts, (2) would fly into the Houston
arport; (3) fromLouisana; (4) on25August 1998; (5) continueon aninternationd flight; (6) carrying ashaving
kit; (7) holding diskettes; (8) containing child pornography.” Thisreport was corroborated when agents spotted
the defendant getting off aflight from Louisanaand confirmed from aflight data base that he was scheduled to fly
to Paris. Reasonable suspicion existed on these facts.

*kk k%

9™ CIRCUIT

U. S v. Javier Valencia-Amezcua
2002 U.S. App. LEXIS853
January 22, 2002

SUMMARY: Police may arrest a person without a warrant if the arrest is supported by probable
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cause. Probablecausetoarrest existsif “under thetotality of thecircumstancesknown tothearresting
officers, a prudent person would have concluded that there was a fair probability that defendant had
committed acrime” The experienced judgments made by law enfor cement officersinvolved in the
investigation are given significant weight. “In drug investigations, the court may consider the
experience and expertise of the officersinvolved. Thisexperience and expertise may lead a trained
nar cotics officer to perceive meaning from conduct which would otherwise seem innocent to the
untrained observer.”

FACTS: Two officerswith the Tillamook, Oregon narcoticsteam observed asuspected drug offender, Vaencia-
Rodriguez, go to acar wash and hand an envel opeto aman under investigation for narcoticsviolations. Later that
day, the officers conducted a traffic stop of the one receiving the envelope and found it to contain
methamphetamine. The officersaso sopped Vdencia- Rodriguez, and he consented to asearch of hishouse. At
the house, the officers found defendant and two other men Sitting on abed in an upstairs bedroom. The officers
then obtained a written consent to search the house from both owners.

In thefirg floor bathroom the officers found severd bags of methamphetamine and a set of electronic scaes. In
one of the bedrooms, the police found dectric fryers, large plastic garbage cans and severd cans of denatured
acohol, a substance used to make methamphetamine. 1n the room where the defendant and two other men were
gtting, the police found ahidden door, only visible becauseit was partialy open. The disguised door was blocked
by the bed where defendant and the two other men were sitting. Behind the door, they discovered asecret room
complete with a gas cylinder, severa plagtic tubs and a large plastic storage container full of suspected

methamphetamine. Based on theincriminating nature of their findings, the officers arrested defendant and the other
people on drug charges.

After he was arrested, defendant was taken to the locdl jail and searched. Cashier receipts for rubber gloves,
multiple gallons of denatured acohol and ziplock bags (materias are used in the production of methamphetamine)
werefound on his person. Defendant was charged and convicted under 21 U.S.C. 8841(a)(1) and received 151
months of imprisonment. He contends on apped that there was no probable cause for his arrest which was,
therefore, unlawful, and that receipts found on his person were the fruit of the poisonoustree of hisillegd arrest.

MAIN ISSUE: Under the totality of the circumstances, was defendant’ s arrest based upon probable cause?
HELD: Yes

DISCUSSION: Thereisno doubt that police may arrest aperson without awarrant if the arrest is supported by
probable cause. Probable causeexigsif “under thetotality of the circumstancesknown to the arresting officers, a
prudent person would have concluded that there was afair probability that defendant had committed a crime.”
The experienced judgments made by law enforcement officersinvolved in the investigation are given sgnificant
weight. “Indruginvestigations, the court may consider the experience and expertise of the officersinvolved. This

experience and expertise may lead a trained narcotics officer to perceive meaning from conduct which would
otherwise seem innocent to the untrained observer.”
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The court consdered these legd principles as key in determining the legdity of defendant’ s arrest. The officers
were conducting aconsent search of the house were hewasfound. During this search defendant wasfound Sitting
inaroom with ahidden door covered inwal paneling. Hewassitting on abed with two others blocking the door
in an apparent attempt to conced the door. Beyond the door lay a secret room full of drug equipment used to
produce methamphetamine.

Mere presence with known drug offenders is insufficient to give probable cause for an arrest. However, in this
casethe court found that defendant’ s behavior went beyond mere presence. Hisproximity to the hidden door and
being seated on the bed blocking the door with the others, suggested that he had participated in the drug

production and had exited from the hidden room. Under the totdity of the circumstances areasonable, prudent
narcotics officer could believethat therewasafair probability thet defendant wasinvolved in crimind activity inthe
house.

In order to refute defendant’ s assertion that he had just been visiting the house for the firgt time, the court said it
was hepful for thejury to hear from an experienced narcotics officer that large- scale drug operations generdly do
not alow unaffiliated individuals near the operation. The court dso conddered it astestimony addressing modus
operandi of large drug operations. The court dso found that the testimony of an experienced DEA agent,

describing atypica operation of the large- scde manufacture of methamphetamine, was relevant and not unduly
preudicia. “Expert tesimony regarding the structure of criminal enterprisesis admissibleto help thejury assess
the defendant’ sinvolvement in the enterprise

*kkk*k

10™ CIRCUIT

U.S v. Callarman
2001 U.S. App. LEXIS 26204
December 7, 2001

SUMMARY: A traffic stop isvalid under the Fourth Amendment if the stop isbased on an observed
trafficviolation or if the police officer hasareasonablearticulable suspicion that atraffic or equipment
violation has occurred or isoccurring. While case law indicates that probable cause is a sufficient
ground for a stop, probable causeisnot necessary for a stop. Rather, only the lesser requirement of
reasonable suspicion is necessary.

FACTS: A Topeka Police Officer was conducting surveillance on a “head shop,” a dang term for a drug
pargphernaiastore. He observed the defendant enter the head shop, spend five to seven minutesinside and then
returnto awaiting car driven by awoman, Sonya Streeter. Streeter proceeded through the parking lot, stopped at
an exit and turned right onto acity street. The officer contended that she did not use her turn Sgnd. The officer
followed the car and noticed acrack in the car’ sfront windshield. After he stopped the car and approached the
vehicle, the officer saw defendant reaching down to the floor of the car. The officer became concerned for his

17



safety and ordered defendant out of the car. The officer then noticed a knotted plastic bag, which he believed to
be cocaine, on the floor of the car. After it was confirmed as cocaine, defendant was arrested. Defendant was
prosecuted and convicted pursuant to 21 U.S.C. §844(a), Possession of a Controlled Substance.

ISSUE: Doesthe Fourth Amendment require traffic stopsto be based on probable cause rather than reasonable
suspicion of atraffic violaion?

HELD: No.

DISCUSSION: Clearly, atraffic stop, however brief, congtitutes a seizure within the meaning of the Fourth

Amendment. But, it isardatively brief encounter and is more analogous to a Terry stop than to aformal arrest.
Previously, the 10" Circuit set forth the standard governing the reasonableness of traffic stops: [A] traffic stopis
vdid if the stop isbased on an observed traffic violation or if the police officer has reasonabl e articul able suspicion
that atraffic or equipment violation has occurred or isoccurring. United Statesv. Botero-Ospina, 71 F.3d 783,
787 (10™ Cir 1995). The court quotes the United States Supreme Court that a reasonable suspicion is a
“particularized and objective’ bass for suspecting the person stopped of engaging in crimind activity. United
Satesv. Cortez, 449 U.S. 41, 417-418, 66 L.Ed.2d 621, 101 S. CT 690 (1981). Although probable cause will

certainly judtify atraffic stop, it is not required.

The 10" Circuit stated that because the reasonabl e arti cul able suspicion standard is the accepted and appropriate
standard, the only question left was whether the police officer’ ssuspicions of atraffic violation were particul arized
and objective, and thus, reasonable.  The officer testified that he stopped the vehicle for two reasons, driving
with a cracked windshield and failing to signd while turning. Kansaslaw prohibits driving amotor vehiclewith a
cracked windshield which obstructs the driver’ s clear view. In this case, the crack was 12 inches acrossand 6
inches high, large enough that the police officer could seeit from behind the car. This gave the officer reasonable
articulable sugpicion to believe the crack obstructed the view of the driver and was in violation of Kansas law.
Therefore, the traffic stop was judtified and the conviction affirmed.
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